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BACKGROUND
International businesses can no longer rely on a waitand-see strategy toward Russian internet regulation.
Digital sovereignty is Moscow’s overall policy goal, as
exemplified by a new doctrine and implementation
strategy on information security. Much has changed
since the 2014 passage of Russia’s first internet-related
legislation impacting business. The Personal Data
Localization law of 2014 has now been used to block
access to LinkedIn in Russia – the first time a major
international company has been affected.
The Russian government’s long-term policy agenda for
the internet is underpinned by three main pillars:
Security

Import
Substitution

These three pillars have been clearly shown in the
government’s legislative agenda implemented in 2016
and the proposed policy agenda for 2017. Presidential
Directives issued earlier in 2016 have the following four
objectives:
• Ensuring security and stability of the RuNet
• Promoting use of domestic software and hardware
• Ensuring equal conditions for Russian internet
companies and international competitors on the
Russian market
• Applying taxes to online service companies

Tax

2016 LAWS WITH DIRECT BUSINESS IMPACT
Yarovaya Law (July 2016)1

Right to Be Forgotten (July 2015)2

• Affects: Online content providers and telecom
operators

• Affects: Search engines

• Obligations: Store metadata on information
exchanges for 1 (content providers) or 3 years
(telcos); since July 2016. Store content exchanged
for up to 6 months; in force from July 2018

• Obligations: Remove links to false or outdated
information from search results, at the request of
individuals (no court ruling needed); in force since
January 2016

• Impact: Financial and administrative costs
estimated at up to $30 bln

• Impact: Increased administrative burden

Google Tax (July 2016)3

News Aggregator Law (June 2016)4

• Affects: Firms offering sales of digital products on
the Russian market, but not registered in Russia

• Affects: News aggregators with more than 1 mln
users/day

• Obligations: Register with the Federal Tax Service
and pay 15.25% VAT on Russian revenue; first
payment due 25 February 2017

• Obligations: Aggregators to be accountable for the
accuracy of content disseminated; in force from
1 January 2017

• Impact: Estimated to raise RUB 10 bln ($151 mln)

• Impact: Increased administrative burden

RUSSIAN INTERNET IN FIGURES (RAEC RESEARCH)
Markets Dependent
on the Internet
19% of GDP

Digital Economy
2.4% of GDP

5

Number of Users
86 mln
70% of the population

E-Commerce Growth in 2016:

ONLINE
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18%

15%

ONLINE
SERVICES

15%

ONLINE VIDEO
STREAMING

20%

ONLINE AUDIO
STREAMING

12%

1

Federal Law No. 374-FZ, “On Amendments to the Federal Law ‘On Countering Terrorism’ and to certain legislative acts of the Russian Federation establishing additional
measures to counter terrorism and ensure public safety”
2
Federal Law No. 264-FZ “On Amendments to the Federal Law ‘On Information, Information Technologies and Protection of Information’ and Articles 29 and 402 of the Civil Code
of the Russian Federation”
3
Federal Law No. 244-FZ “On Changes to the First and Second Chapters of the Tax Code of the Russian Federation”
4
Federal Law No. 208-FZ "On Changes to the Federal Law ‘On Information, Information Technologies and Protection of Information’ and the Administrative Code of the Russian
Federation"
5
RAEC, “RuNet Economy, 2015-2016,” September 2016, Moscow.
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2017 REGULATIONS: NEW PRIORITIES IN ACTION
While sovereignty and national security have long driven
Russian internet regulation, economic and fiscal
concerns emerged recently as drivers in their own right.
Economic Development
Internet regulation has become a tool of the import
substitution policy that now dominates Russian
economic and national-security thinking. The sanctions
imposed in 2014 highlighted the economy’s dependence
on foreign technology and components. As a result,
Russia wants to replace imports with home-produced
alternatives across sectors from agriculture to defense.
The electronics industry, especially computer hardware,
is a particular priority. The government sees the ICT
sector as capable of driving innovation and growth. Thus,
the creation of favorable conditions for domestic
companies and efforts to sideline foreign competition
are growing trends. Domestic software is also the focus
of localization efforts, with new government regulations
that automatically exclude foreign software from state
purchases if a Russian alternative exists. A Unified
Register of Russian Software has been created to
identify domestic alternatives. Although not legally
obliged, state companies have amended their
procurement policies to favor Russian software too.

The Yarovaya Law is also being used to promote Russian
industry. Presidential directives on its implementation
demand that ministries compile measures that will
enable companies to store communications data not
only in Russia, but on Russian equipment.

Fiscal Interests
Initiatives to tax online commerce are becoming more
prominent in Russia’s policy. Russia’s digital economy is
recording fast growth despite the current economic
crisis, with strong results in many sectors. While taxation
of online activities in Russia is in its infancy, it is
increasingly seen as an untapped source of government
revenue amid difficult economic times.
The recent “Google Tax” is a step in that direction. Future
initiatives are expected to target a wider range of
services, as can seen from the already existing draft bills
outlined in the tables below.

2017 OUTLOOK
Over The Top (OTT) Services Bill

Cross-Border E-Commerce Initiative

• Affects: Online audiovisual service providers

• Affects: Foreign online stores and marketplaces

• Obligations: Bans electoral broadcasts and extremist

• Obligations: Reduction of duty-free thresholds at
customs; charging foreign online retailers VAT (under
discussion)

• Impact: Companies with more than 20% foreign

• Impact: Stimulate domestic retail. Make crossborder purchases less attractive to consumers.
Lower margins of large international players

materials. Introduces mandatory age classification of
content and caps foreign ownership at 20%
ownership will need approval from the Government
and may lose their Russian business

• Rationale: Broadly supported by law enforcement
bodies (anti-extremism) and Russian media holdings
(protecting their market)
Online Trade Aggregators Bill

• Rationale: Increase tax revenue and support
domestic businesses that pay corporate taxes and
VAT on Russian sales
Critical Internet Infrastructure Systems Bill

• Affects: Major Russian online shopping aggregators

• Affects: Structures responsible for technical
administration of the RuNet infrastructure

• Obligations: Make aggregators responsible for the

• Obligations: National domain administrator and
internet exchange points to be owned by Russian
entities; they must provide data to a new register

• Impact: Increased legislative responsibility for online

• Impact: Most critical systems are already owned by
Russian entities. The register will provide the
government a clear picture of traffic exchanges,
increasing its ability to block content

• Rationale: Domestic trade association lobby.
Presented as necessary to curb trade in counterfeit
goods

• Rationale: Guarantee RuNet connectivity and
sustainability by collecting information about traffic
routing and critical infrastructure

content they host and subject to the same rules as
physical stores
marketplaces operating in Russia
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Conclusions & Recommendations
Security, import substitution and tax are the emerging
foundations of Russia’s long-term policy on the internet.
They have become enduring elements in the regulatory
political landscape and will remain so. Their imprint is
clearly visible in regulations enacted in 2016 and will
continue to drive debates, as we head into 2017.
The Russian state is committed to playing a permanent
role in the development of the internet. Ultimately,
Russia wants to exercise a form of digital sovereignty, or
almost total independence in regulation of the internet.
This will require not only effective monitoring of content
and user information, but also control over RuNet
infrastructure and administration, with domestically
produced software and hardware as indispensable tools.
The challenges of internet regulation are complex and
sensitive for Russian state bodies. This can affect the
quality of legislation, make implementation harder and
create uncertainty for business as regulators (most often
Roskomnadzor) attempt to reconcile legislative demands
with real-world practice. The search for workable
solutions that meet regulatory obligations while
minimizing the administrative burden is one of the most
under-explored areas for cooperation.
This leads us to certain conclusions regarding how online
companies can improve their interactions with the
Russian government:
1) As the Russian government pursues its long-term
objective of achieving digital sovereignty, companies
should shift their focus from crisis management to
sustained cooperation and recognize the logic hiding

within crises sparked by adoption of new legislation. This
will require the allocation of time and resources to
ensure sustained, meaningful engagement on issues
that matter to both sides.
2) A prerequisite for productive engagement is that
business demonstrate an understanding of state
priorities – especially concerning national security.
Learning from the government’s own priorities, business
would do well to stress the security, economic and fiscal
advantages of their products and services.
3) The localization of content, messages and business
practices is invaluable. When complying with local
legislation, it is important for foreign firms to
communicate their global approaches and values in a
manner that takes local sensitivities into account. With
the strong import substitution agenda, it may be useful
for international firms to ally with Russian players, to
communicate shared positions and, where appropriate,
through joint business ventures.
The ability to implement these recommendations will be
crucial if another of the nascent regulatory initiatives
develops into concrete government policy. For several
months, a debate has been brewing on Big Data
(sometimes called Big User Data). The concept is poorly
defined at present, but discussions indicate it is likely to
cover a wider selection of information than the current
definition of personal data, taking in search histories,
geo-localization data, photos and videos. Online
companies will need to build relations with the
authorities if a workable model for Big Data regulation is
to be found.

ABOUT PBN H+K
Unparalleled regional insight
based on 25 YEARS of on-theground experience in Russia,
Ukraine, Kazakhstan and the CIS.

FULL-SERVICE Government Relations & Public Affairs,
Corporate & Crisis Communications, Marketing
Communications, Digital Communications, and
Financial Communications offerings.

An EXTENSIVE TRACK RECORD in helping companies
implement effective communication strategies to support
their business objectives and build their brands in
Russia, Ukraine, Kazakhstan and the CIS.

An INTEGRATED, MULTILINGUAL
team of senior communications
professionals in Russia, Ukraine
and Kazakhstan.

CONTACT INFORMATION:
R U S SIA
Anton Gubnitsyn
Vice President
Tel: +7.495.775.0077

UK R AI NE
Oksana Monastyrska
Managing Director
Tel: +38.044.586.6350

KA Z AK H ST A N
Inna Lebedeva
Director
Tel: +7.727.239.1133

anton.gubnitsyn@hkstrategies.com

oksana.monastyrska@hkstratgies.com

inna.lebedeva@hkstrategies.com

Page 4 of 4

